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ABSTRACT 

 Hospitals receive many patients and visitors daily, and include a large number of 

medical staff members, thus, hospitals are eligible environments for infection 

transmission. The hospital acquired infection (HAI) is situated at the top of the reasons 

pyramid that lead to death. HAI means that a patient enters the hospital for some reason 

and gets infected because of another reason. Non compliance with hygiene protocols is a 

major cause of HAI. Therefore, the automatic monitoring of hospital workflows using the 

recent communication technologies is a vital factor for infection prevention. In this 

article, we highlight in details the technologies that could be investigated for monitoring 

the workflows in a hospital room. We describe the hospital room use case, and we analyze 

the suitability for each technology. The goal of this paper is to suggest a system for 

monitoring the clinical workflows and pveventing the HAI. Nowadays, it became possible 

to perform efficient automated monitoring of hygiene related clinical workflows and we 

expect such solutions to become widely available within a few years. 

KEYWORDS: Hospital Acquired Infection (HAI), hand hygiene rules, medical 

workflows monitoring, hospital room, technological choices. 

1. INTRODUCTION 

Nowadays, HAI is considered as a big challenge in current healthcare facilities, it leads to 

enlarging the mortality, expanding the patient stay in the hospital and thus raising the 

financial burden. Lack of training and guidelines, unsuitable airflow, contamination of 

equipment and surfaces, and especially contaminated hands are considered as the most 

popular HAI causes [1]. So using of smart technologies is a crucial factor for monitoring 

the hospital activities and thus combating the HAI. 
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In the last years, a wide variety of wireless communication technologies have become 

available, with a multitude of applications in all domains. Selecting the most suitable ones 

for a specific use case is an important challenge, since it requires a deep understanding of 

their base characteristics, specific advantages and drawbacks. 

In this paper, we focus on identifying the most suitable technologies for implementing an 

important part of an automated monitoring system for preventing hospital acquired 

infections (HAI); which is the monitoring of the workflows related to room-level hygiene. 

We will consider the basic case of a hospital room which contains two patient beds, a 

washing sink, and a toilet. It contains also a place dedicated for wounds and bandages, 

another one for used things, as well as air conditioning system. We try to automate the 

hygiene workflow through a monitoring system based on a group of recent technologies 

such as Bluetooth Low Energy (BLE), Near Field Communication (NFC), Radio 

Frequency Identification (RFID), ZigBee, and Wi-Fi. 

2.  OVERVIEW OF THE AVAILABLE BASE TECHNOLOGIES  

2.1. Bluetooth Low Energy (BLE): 

Definition: Bluetooth Smart (Bluetooth 4.0) is the latest version of the Bluetooth wireless 

technology published in 2010 [2], but it has totally different characteristics and purposes. 

BLE is a low cost, low bandwidth, and low power wireless technology [3]. Due to the fact 

that BLE sensors are with coin cell batteries that can live up to two years; BLE has a 

feature of low energy consumption [3] , thus having the ability to deal with the power 

consumption problem[2] , so it is considered as a promising choice for Internet of Things 

deployment [4] , [5] , [2] , [6] . 

Concept and features: The operating range of the wireless devices stands on multiple 

factors; the obstacles and barriers, the environment, the device steering, the antenna 

design, the antenna size and the antenna broadcast Power and the used frequency. The 

dependable range of the BLE enabled device is 30m-50m line-of-sight, but the effective 

range, which is able to last the battery lifetime is between 2 & 5 meters [4]. Increasing 

transmission power leads to expanding the wireless device range, thereby increasing the 

consumption of resources such as battery lifetime. BLE has a wide spread that the number 

of electronic devices which include an integrated BLE chip will reach 2.9 billion by 2016 

according to Bluetooth SIG (Bluetooth Special Interest Group) [2]. 

The working mechanism: A BLE device uses two mechanisms to communicate with 

other wireless devices within its broadcast range. The “broadcasting” way is broadcasting 

data -in one way connection- to any listening device capable of capturing this data within 

the sender device range. The other communication way of the BLE device is the 

“connections” way, which means establishing a secure encrypted connection between 

two BLE devices for exchanging data in both directions (the connection includes only the 

two devices) [4]. This way depends on the frequency hopping spread spectrum, which 

reduces the radio interference and may consume less power than the broadcasting way 

[4],[5]. 
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The BLE device can be a master, a slave, or both, according to the application and to the 

communication requirements [4], but it can not play a role of client and server at the same 

time [6].  

Devices that start the communication such as smart phones are called masters that each 

master device can communicate with many other devices known as slaves (small devices 

with constrained resources such as individual sensors).  The BLE slave device can be 

connected to many masters at the same time (e.g. a smart phone connects to a lot of 

remote thermometers placed in some place) [4], [6]. The master device scans the three 

dedicated advertisement channels permanently, and when the slave advertises one of 

them, the master discovers the slave and then the communication is founded and data 

transfer begins. This is called asynchronous wake-up for both connector ends, and when 

the data transfer ends, they come back to the sleep mode again [5].       

Advantages and drawbacks: Due to the rapidly growing in the smart device industry,  

which include BLE chips, that’s a lot of manufacturing  produce BLE equipped devices 

such as tablets and smart phones,  BLE is well ahead of other competitor wireless 

technologies which are asynchronous. BLE products are cheaper and faster than other 

wireless technologies such as Wi-Fi, GSM, and ZigBee, and the communication does not 

require pairing before exchanging data. It is easy to use by, any person [6], and provides 

minimization, and ready reminding service [3]. BLE is fitted with small-size electronic 

products such as medical devices, and remote controllers. BLE can be considered as a 

solution of the power consumption problem of the wireless communications [2]. 

The main drawback of BLE is that the “Broadcasting” is not a secured way for 

exchanging data, especially the sensitive data that each listening device can receive the 

broadcasting data. But the “connection” way is considered as safe, that the data is 

exchanged over a secure encrypted link [4]. 

2.2. RFID Technology 

RFID is one of the vital IoT technologies, which is based on the radio waves to build the 

communication between RFID readers and RFID tags. The main goal of RFID is to 

identify and track the everyday objects by means of tags [7]. 

RFID technology was firstly used in the military applications in the forties of the last 

century. Low cost RFID TAGS manufacturing appeared in the last decade of the 

twentieth century. Each of them consists of a small integrated circuit (IC) for storing and 

processing data, modulating and demodulating the (Radio Frequency) RF signal, the IC is 

connected to an antenna which is used for receiving and sending the RF signals [7].  

RFID tags can store a little amount of data about the monitored object, in addition to 

small size applications, and they can be attached to or integrated into the daily things to 

provide them with interactive capabilities. RFID technology marks the daily life objects 

with unique identification numbers, so it facilitates the communication with those objects, 

and thus contributes to spread the Internet of Things [8]. RFID tags are either passive or 

active, passive tags are without power source, very cheap, and can survive and keep 

readable for a long time. RFID passive tags can operate at all RF frequencies, but active 

tags operate only at higher RF frequencies [7]. 
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Working principle and components: The RFID system has two devices, RFID reader 

(interrogator), or a mobile phone provided with an NFC wireless interface from one hand 

and an RFID tag from the other hand. The reader could be individually or connected to a 

background database or provided with an interface for directing the obtained information 

to other systems. The communication between the reader and the system could be wired 

or wireless. Similarly to NFC, the RFID reader generates an RF field to operate the RFID 

tag (transponder) which does not have a power source. The passive tag can get the 

required power by means of the RF field signal and thus the IC inside the tag can boot up 

and send data. The RFID reader can read data stored into RFID tags placed within its 

range [7], [Syed, 2012]. 

The reader consists of a transceiver, a control unit decoder for interpreting data, and an 

antenna for broadcasting radio wave signals. When the tag is within the reader’s range, it 

can absorb the required energy from the reader’s electromagnetic field. The RFID 

operating range differs from a few CMs to a few meters. So the reader sends its requests 

and the tag receives the reader’s requests and sends the data back, so that the RFID 

communication is done in a bidirectional half duplex way [7], [Syed,2012], [10] . Data 

stored in RFID tags can be encrypted and thus protected not to be stolen or modified by 

attackers, besides that making copies or original versions of RFID tags is too harder [7].  

RFID advantages: It can operate without a line of sight; it has the ability to read from, 

write to and to modify the RFID tag’s data.  Each RFID tag has a unique code and a 

unique content, this singularity allows tracking each labeled object or product when it 

moves, which in turn can keep track theft cases or product loss [7] , [Syed,2012]. 

2.3. Near Field Communication (NFC) 

Definition: NFC is one of the latest technologies which was introduced in the last ten 

years [Syed, 2012]. It is a wireless communication technology with a short range (0 to 

20cm) high-frequency, quickly deployed, and low bandwidth and [Syed, 2012], [11]. 

NFC provides bidirectional communication between electronic devices in addition to the 

known mobile services. NFC offers new services to facilitate the daily life and can be 

considered as the best solution for the Internet of Things proliferation [3], [12], [11].  

NFC Components: NFC system stands on three NFC devices:  

 NFC enabled mobiles are the most effective and commonly used devices.  

 NFC reader is an active NFC device that could be either internal included in an 

NFC enabled mobile phone and able to create its own radio frequency field, 

except when the NFC enabled mobile is in the standby or sleep mode [7]. Or 

external, such as a contactless POS (Point of Sale) device which operates as an 

NFC reader able to read data stored into an NFC enabled mobile phone close 

enough to it [7].   

 NFC tag: which is an industrial passive RFID tag, easy to use, and able to store a 

little amount of data in addition to an exclosive identification number [7], [11]. 

Concept and communication mechanism: The NFC concept is based on integration of 

mobile devices, smart card interface, several contactless identification devices and 
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wireless technologies such as Bluetooth and Wi-Fi [7], [Syed, 2012]. At first, the 

contactless smart cards have emerged; nowadays mobile phones are available with NFC 

technology. Reader devices provided with NFC technology such a mobile phone can 

connect to RFID-tagged things in addition to contactless smart cards [7], [Syed, 2012].  

The NFC communication is done between two mobile phones which support NFC 

technology, or between an NFC equipped mobile phone from one side and either an NFC 

reader or a tag from the other side by touching an NFC device to another one [7] . NFC 

technology does not allow more than two NFC enabled devices to communicate with each 

other at the same time and NFC allows people to interact with the surrounding 

ubiquitously [Syed, 2012]. NFC technology can operate in three various modes:  

 Reader/writer mode means exchanging (reading and writing) data between an 

NFC mobile and an NFC tag [7].  

 Peer-to-peer mode means exchanging data between two NFC supported mobile 

phones in a bidirectional half duplex communication [7].  

 Card emulation mode is the most prevalent mode, so that the NFC enabled 

mobile phone can operate as a contactless card for payment and ticketing. The 

NFC mobile phone is activated by the RF field generated by RFID readers located 

in some places [7].  

Advantages and disadvantages: Configuring wireless devices to operate with the 

wireless networks is not an easy work and takes time. NFC can be as a mediator between 

two wireless devices placed close to each other enabling them to exchange the required 

settings and to connect to wireless networks without needing to introduce their network 

parameters [Syed, 2012]. NFC technology can be integrated into many devices, and can 

be used for a huge variety of applications and services. NFC tags can be implanted into or 

fixed on everyday objects, that they have a small size, so NFC technology is adaptable.  

The NFC mobile phone can provide an identification service, and access control. NFC 

provides implicit matching and fast communication, that the NFC mobile’s application is 

activated routinely when discovering the matching pairs within its range and is 

communicated directly without the need for pairing as with Bluetooth. The NFC 

technology takes into account the users’ privacy as in the case of using the NFC mobile 

phone as a credit card [Syed,2012], [7] , [12] .   

NFC technology is deeply adapted with mobile phones that it does not affect the mobile 

battery as Bluetooth [13]. Due to the short communication range; NFC is considered as a 

high safe technology more than RFID.  Thus, catching the signals during the 

communication is so difficult [Syed, 2012]. 

Unfortunately, RFID and NFC commercial applications are vulnerable to attacks, such as 

tag cloning and tag impersonation. Some attacks want to change the tag’s content by 

displaying false information such as fake phone numbers, counterfeiting of person 

identities [14], or replacing the original tags by their own tags, so controlling the system 

as they want. Using cryptographic tags and authentication protocols can make the attacks 

more difficult. The readers are also vulnerable to theft, vandalism, impersonate the 

identity of the legal reader for obtaining the high importance information. 
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NFC Systems provide Benefits for a multitude of domains: that’s regarding the 

transportation systems; passengers no longer need to use cash in order to buy tickets, and 

drivers no longer need to sell tickets, neither to use money or to make calculations, or 

even to check tickets in and out, so NFC is time-saving. Transport companies can save 

operating and maintenance costs that there is no longer a need for ticket dispensers or 

printing tickets, and it is easier to change the ticket’s price or to apply discounts. NFC 

mobile phones can be used as electronic cards (credit or debit), thus, they provide 

flexibility that’s users no longer have to carry a lot of cards which will not be lost or 

stolen as real ones. Proximity services enable the users to access services or sharing 

information simply by only tapping, touching, or waving their NFC enabled mobile 

phones. Borderless services: users who travel abroad with their NFC devices, do not need 

to use the new country’s money, and they can get the tourist information from smart 

posters by using their NFC mobiles depending on the location-based services [Syed, 

2012], [15]. 

Working principle: When two NFC enabled devices become within the required range; 

the active device (the initiator) which have its own power source generates an 

electromagnetic field to activate the other NFC device (the passive one), and thus the 

communication is founded [7]. The NFC device which receives the communication is 

called the target which can be either a passive device that gets its required power from  

the active device’s electromagnetic field, or an active one that has its own power to 

respond. The NFC application which is installed in an NFC mobile phone is designed to 

boot up when this NFC mobile phone touches any other NFC device carries compatible 

data [7]. NFC tags and smart cards are always targets and passive devices [7], [9] and two 

NFC tags cannot build acommunication and exchange data that they don’t have power 

sources [7].  

RFID - NFC Relation: NFC has been just a branch or an extension of RFID technology; 

it joins smart card technology interface and a reader into one device such as a mobile 

phone. This RFID son is a new wave of RFID, but it operates with a short range and 

different frequencies [7], [11]. NFC technology is able to interact with the RFID tags by 

means of our smart phones, or other readers and it adds further developments to the RFID 

technology by integrating of RFID technology into mobile phones. NFC enables billions 

of people to interact with the surroundings by means of RFID technology [Syed, 2012]. 

NFC reader which can read data stored in RFID tags allows downloading the readable 

information over the Internet and enable accessing services basing on the wireless 

communication technologies such as 3G, 4G, and Wi-Fi which are already embedded into 

mobile phones. NFC supports the RFID tag simulation mode, so that the mobile phone 

operates as an RFID tag, as if the phone holder is an object from the environment 

provided with an RFID tag [Syed, 2012]. As a closest brother or sun to RFID; NFC can 

play a role of RFID cards or RFID readers.  

2.4. ZigBee technology 

Definition and concept: ZigBee is a low power wireless technology based on the IEEE 

802.15.4 and developed by the ZigBee Alliance. It defines a set or a suite of high level 

communication protocols for battery-powered applications. ZigBee is low cost, [16], [17], 
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and low-data-rate, its effective range is between (10m – 70m) [18] , it is highly secure and 

highly reliable that it supports the mesh networking capability, ZigBee device  has a high 

latency, and due to the communication consumes a little power [17], [16]. ZigBee is used 

for applications with long battery life, such as home automation, military applications, 

home based healthcare, and consumer electronics [17]. 

The maximum communication range of ZigBee is about 200m in open-air vicinity [18]. 

ZigBee is an optimal and an integrated solution for the commercial applications, 

especially the wireless sensor network applications [8], [16], [19], [20], [21]. 

ZigBee is a technology specified for Wireless Personal Area Networks (WPAN) and it is 

a global hardware and software standard for wireless network devices which operates in 

the mesh network structure with three frequencies 868 MHz, 915 MHz, and 2.4 GHz. 

These devices can send data over long distances by using of intermediate devices. ZigBee 

devices stay a very short time in the active mode and they keep in the sleep (power 

saving) mode for the rest of the time. ZigBee devices take only30 ms or less to wake up, 

whereas Bluetooth devices take about 3 seconds, so the ZigBee device latency is high. 

ZigBee characteristics make implementing of a wireless ZigBee network easier than other 

standards such as IEEE 802.11 [7], [Syed, 2012], [21]. 

Advantages and Disadvantages: The IEEE 802.15.4 standard supports the possibility of 

encrypting the messages basing on the Advanced Encryption Standard (AES) [11]. The 

receiver can detect any modifications in the received message by means of the Message 

Integrity Code (MIC) which is contained in each coming message, so ZigBee has the 

possibility of data authentication [20]. In a wireless ZigBee network, intruders can get 

sensitive information from the network device memory, such as the security keys when 

these devices are not tamper-resistant nodes. But if the devices are tamper resistant; they 

can remove their sensitive information in order not to be stolen [20]. ZigBee nodes could 

stay alive for several years without the need to exchange their batteries. The ZigBee 

network can have thousands of tiny sensors and it is able to coordinate the communication 

between them easily, this is known as interoperability [16] .include 

2.5. Wi-Fi communication technology 

Definition: Wi-Fi is a high data rate and a long range technology dedicated to the 

Wireless Local Area Networks (WLANs), and based on the IEEE 802.11 standard. Wi-Fi 

is a wireless version of an Ethernet network developed and owned by Wi-Fi Alliance [7]. 

Advantages and drawbacks: Wi-Fi is a technology enabled of transmitting data for long 

distanc with a high rate and a high power. So it is better and faster than other technologies 

that have the same frequency band. It is integrated in most of nowadays devices such as 

tablets, smart phones, printers, laptops and personal computers and allows these devices 

to access the Internet as they are within any Wi-Fi network range. Wi-Fi networks can 

provide a lot of services for users in local areas such as restaurants and other public 

places, they can be competitors or harmonious with other wired or wireless 

communication technologies available in the same place [16]. 

The main drawback about Wi-Fi is the high power consuming [3] , especially when Wi-Fi 

network is used by smart phones that it consumes their batteries quickly [6] , [18] . Wi-Fi 
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networks are almost everywhere and can cause coexistence interference to other 

technologies such as ZigBee and Bluetooth which operates with lower energy; that is 

because it runs with higher power and the same ISM 2.4GHz band [22] . Wi-Fi products 

manufacturers support security procedures proposed by IEEE 802.11 standards 

(802.11b/802.11i/WPA/WPA2). But Wi-Fi networks still have many shortcomings in 

security side. Some mechanisms were suggested to solve the problem such as access 

control which is not an optimal solution due to intruders can listen to the communication 

and steal the MAC addresses. Wi-Fi uses other security mechanisms such as 

authentication, encryption, decryption, confidentiality and integrity of data by exchanging 

encryption/decryption keys between stations. All the mentioned mechanisms do not 

provide a suitable solution and do not ensure a secure communication for Wi-Fi [16]. 

Table 1. Comparison of studied wireless technologies [7] 

Parameter NFC RFID                               Bluetooth                          ZigBee                       BLE 

Flexibility                                 High Low                                   High                                 High                          High                          

Power 

Consumption                

Low No                                     High                               Medium                      Low                          

Security                                   High High                                  Low                                  Low                          Medium                             

Personalization                       High High                                 Medium                             Low                          Medium                             

Cost of tag 10 cent 10 cent $ 5 $5 $5 

Table 2. Overview of studied wireless technologies [7] 

Wireless Technology Operating Frequency                    Data Rate                    Operating Range 

802.15.4 ZigBee                                2.4 GHz                                   250 kbps                                70 m 

802.15.1 Bluetooth 2.0                      2.4 GHz                                   3 Mbps                                   10 m 

802.11b/g Wi-Fi                                 2.4 GHz                                   54 Mbps                                100 m 

802.11a Wi-Fi                                    5 GHz                                      54 Mbps                                100 m 

NFC                                                  13.56 MHz                               106, 212, 424 kbps                 0–4 cm 

RFID                                                 125–134 kHz (LF)   

 13.56 MHz (HF)                                                     

400–930 MHz (UF)   

 2.5 GHz and 5 GHz                                                  

(microwave)                                                                                 

1–200 kbps                             20 cm for passive 

400 cm for active 

BLE 2.4 GHz 1Mbit/s 30-50m 

2-5m to last the 

battery lifetime 

Table 3. Comparison of active tags and passive tags [7] 

Parameters                                                  Active Tags                                           Passive Tags 

Power Source                                              Embedded power source                      Power from RF field 

Battery                                                         Yes                                                        No 

Data Storage Capacity                                 High                                                      Low 

Manufacturing Cost                                      Expensive   Cheap 

Operating Range                                          Long range                                           Up to a few meters 

Signal Strength to Tag                                 Very low                                                Very high 
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3. HOSPITAL ROOM HYGIENE 

The proposed use case has the goal to monitor, draw attention and increase consciousness 

about the importance of following the hygiene rules for reducing the HAI. The system is 

designed to monitor the possible breaching of hygiene rules inside a hospital room. 

3.1. Use case description 

Room layout: The considered room (Figure1) has two beds for patients separated by a 

suitable distance (at least 3 feet); a curtain can separate between the two beds; and the 

beds are placed perpendicular on the inner wall of the room versus to the entrance. A 

Hand washing sink is seated to the right wall, and so close to the entrance, that doctors 

and nurses should wash their hands directly when they enter the patient room. Each room 

has a small and closed place, dedicated to the treatment of wounds and changing the 

bandages to prevent the infection transmission within the room or outside. The room is 

provided with an air conditioning system to change the indoor air. A waste bin for 

unclean services is very close to the hand washing sink, so the used things such as head 

and face covers, masks, tissues, used towels and gloves can be disposed of directly 

through this bin. The waste bin is connected to the ground floor in order to prevent the 

transfer of contaminated purposes within the corridors of the hospital. The room also 

contains a toilet for the patients. 

Figure 1. The room layout 

Monitored events and rules: The events which must be monitored have the following 

sequence: 

 The Physician’s passing through the entrance; the system is able to recognize the 

physician’s identity number while he is entering or leaving the room.  

 The Physician’s complying with the hand hygiene protocol at the washing sink 

before heading to the first patient. 

Patient 

(2) 

Patient 

(1) 

Toilet 

for 

patients 

Treatment of 

wounds and 

changing  

bandages 

Washing 

sink 

 

 

sink Waste 

bin 

 

bin 
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 The first patient is treated while he is in his bed, but if this patient has wounds and 

needs to exchange the bandages, the physician accompanies the patient to the 

place of treating wounds and changing bandages. After finishing, the physician 

should go again towards the sink to sanitize his hands before progressing towards 

the second patient. 

 The next patient will be treated in his bed if he is in recovery phase, or he will be 

accompanied to the place dedicated to changing the bandages. After finishing, and 

in both cases, the physician sanitizes his hands again before leaving the room.  

 After any of the two patients uses the toilet, he should go to the sink to sanitize 

his hands.  

3.2. Technological choices 

We will choose the best technology for each monitored event type, based on the following 

criteria: operating mode and range, power consumption, security issues, cost, 

flexibility personalization.                     

Identifying persons passing the room entrance, we need to know the identity of people 

who are entering and leaving the room. 

We use RFID technology for monitoring the physicians (doctors or nurses) entry and 

leaving into and out of the patient room for the following reasons: 

 RFID is a technology dedicated for identification and tracking of people and daily 

objects and things by means of tags which can keep valid and readable for a long 

time and can store a unique identity number for each person.  

 RFID has very low power consumption, a high personalization and a high 

security that the tag data is highly encrypted.  

 The RFID does not need a line of sight to work like many other technologies,  

 The RFID operating range (20 centimeters up to few meters) is very suitable for 

detecting the physician’s ID when he passes through the entrance. These features 

make the RFID technology a good choice for monitoring the entrance. 

NFC technology can also be used for monitoring the physician’s passing into and out of 

the patient room for the following reasons: 

 NFC is considered as a highly flexible technical solution; it is simple with only 

touching or waving one NFC device near the other.  

 NFC performs a fast communication, so that the two NFC devices do not need 

pairing for establishing the connection as in other technologies such as Bluetooth. 

 NFC provides a security higher than RFID, because the short distance 

communication prevents the attackers to catch the signal.  

 NFC technology does not require a line of sight in order to operate and it has a 

high personalization that it takes into consideration the person’s privacy.  

 NFC also has low power consumption, so that when NFC technology is integrated 

into mobile phones or wrist bands, it does not consume high power.  

 NFC can operate in three modes, so it enables finding solutions, and offers 

choices to solve problems.  
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Taking in consideration the hardware equipment, RFID, NFC tags has small sizes (around 

0.5 mm2) so they can be integrated easily anywhere.  They also are cheap and have a 

sufficient memory capacity (from kilobytes up to 1Mb and over) to be used. 

At the washing sink, the physicians can interact with NFC technology very simply by 

only using their hands to move, wave or touch their NFC equipped devices close to other 

NFC equipped ones. At the sink we need to know if the physician complies with the hand 

hygiene rules or not. Implementing the NFC technology at the washing sink is a 

guaranteed solution because the NFC operating range is so short (0-4 cm), and will 

confirm that the hand washing event has been performed. This reason, in addition to the 

reasons mentioned earlier, makes the NFC technology a suitable solution. 

BLE and ZigBee communication technologies face the obstacle problem that the signals 

spread in straight lines. When BLE uses the broadcasting way to perform the 

communication; it cannot be considered as a secured technology, that any listening device 

can capture the signal and steal the transmitted data. Regarding ZigBee technology; if one 

of the ZigBee nodes (devices) is not a tamper-resistant; then the sensitive information 

could be stolen. ZigBee and BLE tags have higher costs that RFID and NFC tags.    

In the patient vicinity, We need to know exactly if the physician complies with the hand 

hygiene rules before and after treating each patient. In this case, each of NFC or RFID 

could also be a suitable solution due to their distinct features mentioned earlier, and that 

they are able to identify the physician’s position, and which patient is being treated in real 

time. In our case, the complying with hand hygiene must be repeated three times: 

 Before handling the first patient.  

 After handling the first patient and before starting to treat the next one. 

 After handling the second patient.  

The idea of treating each patient also includes if any of them needed to go to the place 

dedicated for treating the wounds and changing the bandages. 

When using the toilet, We need to know if the patient complies with the hand hygiene 

rules after using the toilet. Each of NFC or RFID technology is a suitable choice for 

monitoring this event due to the reasons mentioned earlier. 

 4. CONCLUSIONS 

This paper focused on the hospital acquired infection as a big challenge of current 

hospitals. The most recent technologies have been reviewed in details; we demonstrated 

the concept, the work mechanism, the advantages and the drawbacks for each of them, 

with comparison tables show the characteristics and the features for each technology. The 

RFID-NFC relation was clarified precisely. We described a hospital room use-case, and 

we analyzed the events workflow of the patient room, which has to be monitored. In 

particular, we analyzed in details which technology is more suitable for each event and we 

concluded that RFID and NFC are the more suitable choices to be applied for monitoring 

the workflows due to their superiority over similar technologies especially in security, 

power consumption, cost, and operating mode aspects.    
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